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WHO THIS WHITE PAPER IS FOR

Chief Audit Executives, Audit Managers, and Internal Audit quality assurance leads who
want an honest, structured assessment of where their function currently stands on Al
maturity, and a clear, sequenced path to advance from wherever they are today.
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Executive Summary

Ask a CAE where their audit department stands on Al maturity and you are likely to hear one of two
answers: ‘We are just getting started’ or ‘We are ahead of the curve.” Both are almost always wrong.
The first understates genuine progress. The second overstates governance rigor. Neither gives a CAE the
honest baseline they need to plan the next step.

The Al Audit Maturity Ladder is a six-level diagnostic framework that gives internal audit functions a

precise, evidence-based position on the maturity spectrum. Each level has a specific name, a specific
set of defining characteristics, and a specific set of advancement requirements. The Ladder does not
measure ambition or awareness. It measures documented capability.

This white paper defines each of the six levels, explains the evidence that distinguishes one level from
the next, identifies the most common advancement barriers at each transition, and provides a
sequenced path forward from any starting position. It also identifies the single most common source of
maturity overestimation in internal audit: the confusion between using Al and governing Al use.

THE CORE INSIGHT

Using Al tools and governing Al use are not the same thing. An audit department whose
auditors use ChatGPT daily to draft findings but has no policy, no validation protocol, and no
competency documentation is not at a high maturity level. It is at Level 1 — Informal —
regardless of how sophisticated the prompts are or how much time Al saves. Maturity is
measured by governance infrastructure, not tool adoption rate.
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1. Why Maturity Matters

Al maturity in internal audit is not an abstract concept. It has direct, measurable consequences for
three things that matter to every CAE: the quality of the work product, the defensibility of the audit
department in external reviews, and the credibility of the department with the audit committee.

1.1 Quality Consequences

An audit department at a low Al maturity level produces Al-assisted content without systematic
validation. That content enters workpapers and findings carrying the full set of failure modes,
(Fabrication, Confabulation, Precision Fraud, Certainty Inflation, Scope Blindness, and Standard Drift), at
a rate determined by the Al model’s architecture, not by the auditor’s judgment. The probability of an
undetected error in a low-maturity function is not near zero. Over time, it approaches certainty.

An audit department at a high Al maturity level produces Al-assisted content through a documented
validation process, with auditor judgment explicitly applied at each failure mode checkpoint, and with
the validation documented in a workpaper notation. The probability of an undetected error is
substantially reduced because the validation protocol is designed specifically to catch each failure mode
before it reaches the workpaper.

1.2 Defensibility Consequences

When a finding is challenged (by management, by external auditors, by regulators, or by legal counsel),
the CAE must be able to demonstrate that the content of that finding was produced through a
professional process that meets the standards of the profession. A finding produced with Al assistance
and no validation protocol is a finding that cannot be fully defended. The Al produced content the
auditor cannot independently verify, because the verification process was never designed or
documented.

A finding produced through a documented validation process (with completed VALID Protocol steps, a
workpaper Al notation, and supervisor sign-off), can be defended at every element. The auditor can
trace every factual claim to a source, every quantitative figure to a calculation, every causal inference to
tested evidence, and every conclusion to an explicit professional judgment. That is a defensible finding.
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1.3 Credibility Consequences

The audit committee's confidence in the internal audit department rests on one belief: that the
department's work product meets professional standards. When the committee discovers that Al is
being used without governance (and it will discover this, through EQA, regulatory inquiry, or direct
questioning), the credibility damage does not stop at Al governance. It extends to the committee's
confidence in everything the audit department produces. A governance gap in Al signals a governance
culture that tolerates unmanaged risk. That signal is hard to unsend.
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2. The Six Levels of the Al Audit Maturity Ladder

Each level of the Ladder is defined by what the audit department can document, not by what it intends,
believes, or describes informally. The evidence requirement for each level is specific, examinable, and
binary: it either exists or it does not.

No Al tools are in use within the internal audit department. No policy exists
Level 0 because no policy is needed. No validation protocol exists because no Al output is
Absent being produced. The audit department conducts all audit work through
traditional methods.

DEFINING CHARACTERISTICS

» All audit tasks (research, workpaper drafting, finding writing, risk assessment, report
preparation), are completed without Al tool assistance.

* No member of the audit team uses any Al tool, including general-purpose tools such as
ChatGPT, Copilot, or Claude, for any audit-related task.

* No Al governance documentation exists, nor is any needed.

GOVERNANCE EVIDENCE ADVANCEMENT BARRIER

No evidence is required at Level 0. The advancement barrier from Level 0 is not adoption. It
The defining evidence of Level 0 is is informed adoption. Most audit departments move
the absence of Al tool use. from Level O to Level 1 organically, an auditor starts using

an Al tool on their own, without policy, without training,
without oversight. That organic movement lands the
function at Level 1, not Level 2. The only way to advance
from Level 0 directly to Level 2 is to build the governance
infrastructure before adoption begins.

A TAKEAWAY NOTE

An audit department at Level O that is considering Al adoption has a rare and valuable

opportunity: to build governance before the first Al-assisted workpaper is produced. This is
significantly easier than retrofitting governance onto a department using Al. The 90-day
implementation sequence in White Paper No. 3 (What the Audit Committee Will Ask About Al) is
specifically designed for Level O departments preparing to advance.
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Al tools are in use within the audit department, but their use is unstructured,
Level 1 undocumented, and ungoverned. Individual auditors have adopted Al tools
based on personal preference and discovery. No policy defines what is authorized
or prohibited. No validation protocol exists. No training has been delivered. No
notation standard exists.

DEFINING CHARACTERISTICS

* One or more auditors use Al tools to assist with audit tasks, drafting findings, summarizing
documents, generating risk assessment language, or producing report sections.

Informal

» Al use is entirely at the individual auditor's discretion. There is no function-level guidance
on which tools to use, which data may be entered, or what validation is required.

» The CAE is aware that Al tools are being used but has not formalized any governance
response.

»  Workpapers containing Al-assisted content are not identified as such. There is no
disclosure standard.

* Notraining on Al failure modes, validation protocols, or governance requirements has
been delivered.

GOVERNANCE EVIDENCE ADVANCEMENT BARRIER

No governance evidence exists at Level 1. The advancement barrier from Level 1 to Level 2
The audit department may have informal is the policy decision. Most CAEs at Level 1
discussions, team-level understandings, or understand they need a policy. The barrier is not
individual best practices, but none of these awareness but commitment: signing and
constitute governance documentation. distributing a formal Al Use Policy that defines

authorized tools, prohibited actions, validation
requirements, and the CAE's accountability for
compliance. An unsigned draft is not a policy. A
sent email is not a policy.

A TAKEAWAY NOTE

Level 1 is the most common current state for internal audit departments in organizations with
active Al adoption. It is also the most dangerous state: active use without governance creates
professional exposure that accumulates with every un-notated, un-validated Al-assisted
workpaper produced.
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The audit department has established foundational governance: a signed Al
Use Policy exists, basic training has been delivered, and a validation protocol is
Level 2 in use. Al use is no longer entirely at individual discretion. However, the
governance is foundational rather than systematic, the policy exists but
Governed compliance is not consistently measured, validation is required but notation is
incomplete, and training has occurred but competency has not been formally
assessed.

DEFINING CHARACTERISTICS

* Asigned Al Use Policy exists with the CAE's signature, a version number, and an effective
date.

* The policy defines authorized tools, prohibited data entry, validation requirements, and
disclosure standards.

* Basic training on Al use has been delivered to audit staff who use Al tools.

» Avalidation protocol (such as the VALID Protocol), has been introduced as the required
method for Al output validation, and auditors have received at least one training session
on its application.

* Workpaper Al notations are required but may not be consistently completed across all
engagements.

* No systematic measurement of validation compliance or Al output quality exists yet.

GOVERNANCE EVIDENCE ADVANCEMENT BARRIER

Category 1 of the CAE Evidence Standard is The advancement barrier from Level 2 to Level 3
satisfied: a signed Al Use Policy exists and is consistency. Having a protocol is not the same
can be produced. Category 2 is partially as applying it consistently. The transition
satisfied: a validation protocol has been requires: a notation completion audit across
adopted but notation completion is recent engagements, identification of compliance
inconsistent. Categories 3 through 5 are not gaps, supervisor accountability for notation

yet satisfied. review, and a mechanism for monitoring

compliance on an ongoing basis.

AN TAKEAWAY NOTE

Most internal audit departments that describe themselves as ‘having implemented Al

governance’ are at Level 2. They have the policy. They have done training. They believe the
protocol is being applied. But without systematic measurement, they cannot confirm that
validation is occurring consistently, and an external quality assessor will determine this for them.
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The audit department applies its Al governance framework consistently across all
engagements. Validation is systematic, not occasional. Notation is complete, not
partial. Training has been formally assessed, not just delivered. The CAE can
Capab|e produce evidence of governance at the workpaper level, the individual
competency level, and the department level. All five categories of the CAE
Evidence Standard are in active use.

DEFINING CHARACTERISTICS

» All five categories of the CAE Evidence Standard are satisfied: Policy, Validation,
Competency, Governance, and Results Evidence all exist and are current.

*  Workpaper Al notations are complete across all active engagements. Supervisor review of
notations is systematic.

* Pre- and post-training assessments have been administered to all staff using Al. Individual
competency files exist for each staff member.

* Quarterly Al risk reviews have been conducted and documented. A policy version log
exists.

Level 3

* Results metrics are being tracked: Al-assisted task counts, time savings estimates,
notation quality compliance rates, and Modifications Made field distributions.

* The audit department can respond to the five audit committee questions with complete,
documented evidence.

GOVERNANCE EVIDENCE ADVANCEMENT BARRIER

All five categories of the CAE Evidence The advancement barrier from Level 3 to Level 4 is

Standard are satisfied. The audit optimization. The audit department has built the
department can produce: a signed governance infrastructure. The next challenge is using
policy, a file of completed notations, that infrastructure to improve Al performance, not just
individual competency records, to document it. This requires: analyzing Modifications
guarterly review documentation, and Made trends to identify recurring failure modes,

a results metrics report. This is the feeding that analysis back into training, refining the
evidence package that satisfies an validation protocol based on real usage data, and
external quality assessor's Al connecting Al governance metrics to engagement
governance examination. quality outcomes.

AN TAKEAWAY NOTE

Level 3 represents the threshold of professional adequacy for Al governance in internal audit. An
audit department at Level 3 can defend its Al use to an audit committee, an external quality
assessor, and a regulator. The question at Level 3 is no longer ‘Are we governing Al?’ It is ‘Is our
governance making our Al use better over time?’
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The audit department uses its governance data to actively improve Al
performance. The validation protocol is not static; it is refined based on failure
mode patterns observed in notation data. Training is not a one-time event; it is
Optimized updated based on identified competency gaps and evolving Al tool
capabilities. The CAE can demonstrate not just that Al is governed but that
governance is producing measurable quality improvement over time.

DEFINING CHARACTERISTICS

* Modifications Made field data is analyzed quarterly to identify recurring failure modes by
auditor, by engagement type, and by Al tool. Analysis feeds directly into targeted training
refreshers.

* The validation protocol has been updated at least once based on real-usage data, adding
steps, refining criteria, or adjusting the notation standard based on what the data shows.

» Training programs are updated at least annually to reflect new IIA guidance, new Al tool
capabilities, new failure mode patterns, and emerging regulatory requirements.

* Al governance metrics are included in the CAE's reporting to the audit committee, not as a
compliance update but as a performance indicator.

* The audit department has a documented process for evaluating new Al tools before
adoption, including a structured risk assessment and a governance readiness check.

Level 4

* Results metrics show measurable quality improvement over time: declining substantial
modification rates on complex content, improving notation compliance rates, and
increasing audit quality indicators in Al-assisted engagements.

GOVERNANCE EVIDENCE ADVANCEMENT BARRIER

All five CAE Evidence Standard The advancement barrier from Level 4 to Level 5 is
categories plus governance influence. The internal audit department at Level 4 has
improvement documentation: trend world-class internal Al governance. The transition to
analyses showing quality Level 5 requires extending that capability beyond the
improvement, protocol update logs function, contributing to the profession's Al governance
with rationale, training refresh knowledge through published frameworks, II1A

records tied to identified gaps, and engagement, peer sharing, and potentially auditing the
tool evaluation records for any new Al systems that other parts of the organization use.

Al tools adopted.

AN TAKEAWAY NOTE

Level 4 is the aspiration of a mature, high-performing internal audit function. Very few functions
in any market currently operate at Level 4. It requires sustained commitment to governance as a
continuous improvement system, not a compliance framework.
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The audit department is a recognized leader in Al governance for internal audit,
within its organization, within its industry, and within the profession. It
contributes to the development of professional standards and practices. It audits
Leading Al systems used by other parts of the organization with the same rigor it applies
to its own Al use. Its governance framework is documented, published, and
referenced by peers.

DEFINING CHARACTERISTICS

* The audit department conducts formal audits of Al systems used within the organization
(evaluating Al governance, model validation, output quality controls, and bias risk), with a
documented Al audit methodology.

* The CAE or senior staff members contribute to IIA working groups, conference programs,
or professional publications on Al governance in internal audit.

* The audit department's Al governance framework has been shared with peers, published,
or referenced in professional guidance.

Level 5

* The audit committee receives a formal annual Al governance report that goes beyond
compliance status to include trend analysis, risk assessment, and forward-looking
recommendations.

* The audit department has a documented Al innovation roadmap: a structured process for
evaluating emerging Al capabilities, assessing their audit applicability, and governing their
adoption before they enter the workflow.

» Other internal audit functions within the organization's peer group seek guidance from
this internal audit department on Al governance practices.

GOVERNANCE EVIDENCE ADVANCEMENT BARRIER

All Level 4 evidence plus: formal Al audit There is no Level 6. Level 5 represents the
engagement documentation, published or leading edge of the profession. The challenge at
shared governance frameworks, IIA or Level 5 is not advancement but sustainability,
professional body contribution records, maintaining leadership as Al capabilities evolve,
formal annual Al governance committee as regulatory requirements develop, and as the

reports, and documented peer engagement profession's standards mature.
on Al governance.

AN TAKEAWAY NOTE

No internal audit function in any market currently operates consistently at Level 5. Functions that

lead in specific dimensions — Al auditing methodology, governance framework development, or
committee reporting — may reach Level 5 in those dimensions while remaining at lower levels in
others. True Level 5 maturity is a medium-term aspiration for the most committed, well-
resourced functions in the profession.
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3. The Maturity Distribution: Where Functions Actually Stand

The following distribution reflects the author’s professional assessment based on published adoption
surveys and direct engagement experience. No published study has mapped internal audit Al use to a
governance maturity framework of this specificity, these estimates are professional judgments, not
reported statistics. Supporting context: a 2025 Wolters Kluwer survey of 4,214 internal audit
professionals found that only 39% are actively using Al tools, with 41% intending to adopt within twelve
months. AuditBoard’s (Now Optro) 2026 Focus on the Future Report found that only 25% of internal
auditors say they are actively using Al or automation tools, with 52% experimenting or piloting. Both
sources confirm that adoption has substantially outpaced governance infrastructure, which is the core
premise of the Maturity Ladder.

Level Name Estimated Primary Characteristic
Distribution
“ Absent

Informal ~45% Al in active use. No governance infrastructure. The most
common and most dangerous state.

~15% No Al tools in use. Governance not yet needed.

Governed ~25% Foundational governance exists. Policy signed. Basic training
delivered. Validation required but inconsistently applied.

Capable ~12% All five CAE Evidence Standard categories satisfied.
Consistent validation. Formal competency assessment.
Results tracked.

Optimized ~2.5% Governance drives quality improvement. Protocol refined by
usage data. Al metrics reported to committee.

Leading ~0.5% Profession-leading governance. Al auditing capability.
Published frameworks. IIA engagement.

THE 85% FINDING

Based on the professional assessment above, approximately 85% of internal audit functions
currently operating at Level 0 or Level 1 have no governance infrastructure for their Al use. When
Level 2 is included (where governance exists but is not consistently applied), the proportion of

functions that cannot satisfy a full CAE Evidence Standard examination rises to approximately 85%.
Published survey data supports this direction. See the referenced reports above; indicating that
internal auditors are actively using Al with any systematic approach, and confirms that governance
infrastructure consistently lags adoption. The opportunity is clear: an audit department that
reaches Level 3 places itself between the top 10—-15% of the profession, not because Level 3 is
exceptional, but because the infrastructure it requires has not yet been built by the majority.
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4. Diagnosing Your Current Level

Self-assessment is the most common source of maturity overestimation. The diagnostic below is built
to counteract that: every answer requires evidence, not perception. The rule is simple, if the evidence
does not exist in a form that could be satisfy an external quality assessment today, the answer is No.

Dimension

Question

Yes (evidence exists)

No (evidence does

not exist)

Policy

Training

Validation

Notation

Competency
Assessment

Quarterly
Reviews

Results
Metrics

Does a signed Al Use Policy
exist, with the CAE's signature, a
version number, and an effective
date?

Has formal Al training been
delivered to all staff who use Al
tools, with attendance
recorded?

Is a named validation protocol

(such as the VALID Protocol), in
active use on every Al-assisted
workpaper item?

Is an eight-field workpaper Al
notation completed on every Al-
assisted item, with supervisor
sign-off, and filed with the
workpaper?

Have pre- and post-training
assessments been administered,
scored, and filed for all Al-using
staff?

Has a structured quarterly Al risk
review been conducted and
documented in the last 90 days?

Are Al governance metrics (task
counts, time savings, notation
compliance rates, Modifications
Made distribution), being
tracked and reported?

Yes — a signed, dated
document exists and
can be produced today.

Yes — training
occurred and
attendance was
documented.

Yes — the protocol is
required and applied on
every engagement.

Yes — notations are
complete on all current
engagements and can
be produced for review.

Yes — individual
assessment records
exist for every staff
member using Al.

Yes — a dated review
record exists in a
standardized format.

Yes — metrics are
tracked monthly or
quarterly and a
baseline report exists.

No — we have a
draft, an email, or an
intention but no
signed document.

No — informal
sharing has occurred
but no formal,
recorded training.

No — auditors review
Al output informally
but no named
protocol is applied
consistently.

No — notation is
incomplete,
inconsistent, or does
not exist.

No — training
occurred but
competency was not
formally assessed.

No — no formal
quarterly review has
been conducted or
documented.

No — results are
described
anecdotally but not
measured
systematically.
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Dimension Question Yes (evidence exists) No (evidence does
not exist)
Quality Has the validation protocol or Yes — a documented No — thg protocol
Improvement training program been updated update has been made and training have not
based on usage data been updated since
based on data from the analysis. initial implementation.
Modifications Made field or
other quality indicators?
Reading Your Diagnostic Results
Questions 1-2: No to Level 0 or Build the policy and deliver formal training
either Level 1 immediately.

This week’s action: draft and sign the Al Use Policy.

Questions 1-2: Yes. Level 2 — Adopt and implement the validation protocol and
Questions 3—4: No to Governed notation standard.
either

This week’s action: embed the eight-field notation
template in all active workpaper templates.

Questions 1-4: Yes. Level 2-3 Administer formal competency assessments and
Questions 5-6: No to transition conduct the first quarterly review. These two actions
either complete the transition to Level 3.

Questions 1-6: Yes. Level 3 — Implement results tracking. Begin with a 30-day
Question 7: No Capable baseline report from existing notation data. This

completes Level 3.

Questions 1-7: Yes. Level 3-4 Conduct the first quarterly Modifications Made
Question 8: No transition analysis. Use results to update training or protocol.
Documenting this update completes the transition to
Level 4.
All 8: Yes Level 4 or Assess whether governance is being shared
Level 5 externally and whether Al auditing engagements are

being conducted. These two dimensions determine
Level 4 vs Level 5.
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5. The Most Common Maturity Errors

Internal audit functions make three systematic errors in assessing their own Al maturity. Understanding
these errors is as important as understanding the Ladder itself, because an inaccurate maturity
assessment produces an inaccurate advancement plan.

Maturity Error 1

Confusing Tool Sophistication with Governance Maturity

The most pervasive maturity error is measuring maturity by the sophistication of Al tool use
rather than the quality of governance infrastructure. An audit department whose auditors write
detailed, structured prompts using advanced prompt engineering techniques may believe they
are at a high maturity level. If those sophisticated prompts produce output that enters
workpapers without a validation protocol, without a notation standard, and without supervisor
sign-off, the function is at Level 1 regardless of how good the prompts are.

THE RULE: Maturity is not measured by what the Al can do. It is measured by what the audit
department has documented about how it governs what the Al does.

Maturity Error 2

Treating Policy as Sufficient

Many audit departments advance from Level 1 to Level 2 by developing and signing an Al Use
Policy, and then stop. They have the policy. They believe they have governance. The policy is
necessary but not sufficient. A policy that has been signed but not implemented is a document,
not a governance system. Implementation requires: the notation template embedded in
workpapers, the validation protocol in active use, training delivered, and compliance monitored.

THE RULE: A signed policy that does not produce workpaper notations, does not result in
documented training, and is not referenced in a quarterly review is a Level 2 artifact sitting in a
Level 1 department.

Maturity Error 3 -

Aggregating to Hide Individual Gaps

Internal audit departments sometimes describe their maturity at the aggregate level to obscure
individual gaps. 'We validate Al output' is an aggregate statement that can be technically true
even if only three of eight auditors apply the validation protocol, even if the protocol is only
applied on some engagement types, and even if notation is only complete on 40% of Al-assisted
items.
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THE RULE: The Ladder measures maturity at the level of the weakest consistent practice, not the
level of the strongest individual practice. If any active auditor is producing Al-assisted workpaper
content without validation, the function is not at Level 3, regardless of what the policy says or
what the best auditors are doing.
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6. Advancing One Level — A Practical Sequence for Each
Transition

The Ladder is most useful when it drives action. The following transitions are the most common
advancement needs in the profession today, based on the maturity distribution in Section 3.

Level1 > Level2 Advancing from Informal to Governed

The transition from Level 1 to Level 2 is the single most impactful advancement in the Ladder. It closes
the governance gap that creates the most professional exposure.

1. Draft the Al Use Policy this week. Use the eleven-section minimum structure documented in the
White Paper No. 3 (What the Audit Committee Will Ask About Al). Do not perfect it before
signing it. A signed imperfect policy is governance. An unsigned perfect draft is not.

2. CAE signs and dates the policy. Distributes it to all audit staff with a documented receipt
acknowledgment.

3. Deliver the first formal Al training session within 30 days. Cover: the six failure modes, the
validation protocol, the notation standard, and the policy requirements (White Paper No. 1).

4, Embed the eight-field notation template in all active workpaper templates (White Paper No 2).
5. Brief supervisors on the Reviewed By notation field requirement.

6. Estimated time to complete: 14-30 days.

Level2 - Level3  Advancing from Governed to Capable

The transition from Level 2 to Level 3 is about consistency and completeness. The governance elements
exist. The challenge is ensuring they are applied uniformly across all staff and all engagements.

7. Conduct a notation compliance audit: pull a sample of recent Al-assisted workpapers and verify
that eight-field notations are complete on every Al-assisted item. Record the compliance rate.

8. Address compliance gaps identified: brief individual auditors, retrain where needed, and
confirm supervisor review is occurring on all Al-assisted content.

9. Administer pre- and post-training assessments to all Al-using staff. File individual competency
records.

10. Conduct and document the first quarterly Al risk review using a standardized template.
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11. Implement results tracking: establish the baseline metrics report from notation data.

12. Estimated time to complete: 30—60 days.

Level 3 — Level4  Advancing from Capable to Optimized

The transition from Level 3 to Level 4 requires using governance data to drive improvement. This is a
shift in mindset: from compliance to optimization.

13. Conduct the first Modifications Made trend analysis: aggregate field data from the last quarter’s
notations by auditor, engagement type, and failure mode category.

14. Identify the top two or three recurring failure mode patterns. Design targeted training
refreshers that address those specific patterns.

15. Update the validation protocol or notation standard based on at least one data-driven finding
from the trend analysis. Document the update with rationale.

16. Include Al governance metrics in the CAE’s next committee report as a performance indicator,
not just a compliance update.

17. Build and document the new tool evaluation process: a structured risk assessment and
governance readiness check for any new Al tool before adoption.

18. Estimated time to complete: 60-90 days.
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7. The Ladder and the CAE Evidence Standard

The Al Audit Maturity Ladder and the CAE Evidence Standard are complementary diagnostic tools. The

Ladder answers the question: where is this audit department on the maturity spectrum? The Evidence
Standard answers the question: what specific documentation does the audit department need to
produce at each level?

Committee Questions
Answerable with Evidence

Evidence Standard
Categories Satisfied

Level Maturity Name

methodology and external

Absent None None

Informal None None

Governed Category 1 (fully) Question 1 (fully)
Category 2 (partially) Question 2 (partially)

Capable All five categories All five questions

Optimized All five categories plus quality  All five questions plus trend
improvement documentation evidence

Leading All above plus Al audit All five questions plus strategic Al

governance leadership evidence

contribution records
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8. Next Week’s Actions

The Ladder is a diagnostic, not a destination. Its value is in the action it drives. The following actions are
sequenced by starting level.

If you are at Level 0 — Absent

1. Do not begin Al adoption until governance is built. Use the 90-day implementation sequence
from Work Paper No. 3 to build all five CAE Evidence Standard categories before the first Al-
assisted workpaper is produced.

2. Brief the audit committee that Al adoption is being planned, that governance infrastructure is
being built first, and that the department will not adopt Al tools until governance is in place.

3. Use the level advancement advantage: it is significantly easier to build governance before
adoption than to retrofit it afterward.

If you are at Level 1 — Informal

4. Acknowledge the current state honestly. Al is in use without governance. The exposure is real
and accumulating with every un-notated workpaper.

5. Draft and sign the Al Use Policy this week. One document, signed today, moves the function to
Level 2. This is the highest-return action available at any maturity level.

6. Embed the eight-field notation template in workpaper templates immediately. Begin capturing
governance evidence today even before formal training is complete.

If you are at Level 2 — Governed

7. Conduct a notation compliance audit. Pull ten recent Al-assisted workpapers. Check each one
for a complete eight-field notation. Record the compliance rate. If it is below 90%, address the
gap before anything else.

8. Administer formal competency assessments to staff using Al. This single action, combined with
existing policy and training, completes the evidence base for Level 3.

9. Schedule and conduct the first quarterly Al risk review. Document it in a standardized format.
Set the next review date before closing the record.
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If you are at Level 3 — Capable

10. Run the first Modifications Made trend analysis. This is the data that unlocks Level 4. Aggregate
field data by auditor and failure mode category. Identify patterns.

11. Use the analysis to update one specific element of the validation protocol or training program.
Document the update with its rationale. This is the defining act of the Level 3 to Level 4
transition.

12. Include Al governance metrics in the next committee report as a performance indicator. Frame
it as evidence of quality management, not compliance reporting.

“The Al Maturity Ladder’s most important contribution is not the destination it describes. It
is the honesty it requires. An audit department that accurately assesses itself as Level 1
(even after months of active Al use), is an audit department that knows exactly what to do
next. An audit department that inaccurately assesses itself as Level 3 will do nothing.
Accuracy is the prerequisite to advancement.”
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Conclusion

The Al Audit Maturity Ladder gives internal audit departments the vocabulary, the diagnostic criteria,
and the advancement path they need to move from wherever they are today toward the governance
standard the profession requires. It does not measure ambition. It does not measure awareness. It
measures documented capability, the only kind of capability an external quality assessor, a regulator, or
an audit committee can actually verify.

Approximately eighty five percent of internal audit departments are at Level 0, 1, or 2. That means
eighty five percent of the profession cannot fully satisfy a CAE Evidence Standard examination today. It
also means that a function that reaches Level 3 is in the top ten-fifteen percent of the profession, not
because Level 3 is exceptional, but because the infrastructure it requires has not yet been built by the
other eighty five percent.

The infrastructure is not complex. The policy takes days to draft and sign. The notation template takes
hours to embed. The training takes a few hours/days to deliver. The quarterly review takes a few hours
to conduct. The results tracking takes about an hour per month. The entire Level 3 governance
infrastructure can be built in ninety days by any audit department that commits to building it. The
guestion is not capability. It is commitment.

“There is no shortcut from Level 1 to Level 3. But the path is clear, the steps are defined,
and the evidence requirements are specific. The only variable is whether the CAE commits
to building the infrastructure or continues to tolerate the exposure that comes from
governing Al by intention rather than by documentation.”
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About Efficient Advice, LLC

Efficient Advice, LLC is a specialized consulting firm that works with internal audit departments on Al
governance. All engagements are bilingual available in English and Spanish.

Frameworks Published by Efficient Advice, LLC

Audit Al Failure Six named failure modes: Fabrication - Confabulation -
Taxonomy Precision Fraud - Certainty Inflation - Scope Blindness -

Standard Drift

VALID Protocol V=Verify Facts - A=Authenticate Source - L=Link to Evidence -
I=Interrogate Conclusion - D=Document Method

TRACE Framework T=Task Authority - R=Reality Brief - A=Actionable Output -
C=Compliance Wall - E=Evidence Format

Al Audit Maturity Six levels: Absent — Informal — Governed — Capable —

Ladder Optimized — Leading

CAE Evidence Five categories: Policy - Validation - Competency - Governance

Standard - Results Evidence

3D Audit Al Diagnose (P1) - Design (P2+P3) - Defend (P4+P5)

Governance Model

Five Products. One Complete Governance Lifecycle.

Efficient Advice offers five products covering the complete Al governance lifecycle for internal audit
functions:

P1 — Al Audit Readiness Assessment: Scored diagnostic baseline. Six dimensions. 25-
action 90-Day Roadmap. 30 business days. 42 statement diagnostic tool.

P2 — Al-Powered Audit Policy Package: Eight governance documents. 16 bilingual files.
Ready to sign and distribute. 30 business days.

P3 — Al Audit Staff Training Intensive: Five IIA-aligned modules. TRACE and VALID
frameworks. Prompt library. Competency certificates.

P4 — Continuous Al Audit Intelligence: Monthly advisory. Prompt library maintenance.
Standards monitoring. Month-to-month.

P5 — Al Audit Transformation Service: Full-service engagement. Tools, training, policy,
prompts, results dashboard. 4—-12 weeks.

SCHEDULE A FREE 30-MINUTE CONVERSATION
Info@efficientadvice.com | www.efficientAdvice.com
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